County Government Internal Audit Manual, Kenya
Template 30 : Understanding the IT environment

With increased computerization of financial systems amongst the county government entity audit client departments, it is necessary
for the Office of Government County Head of Internal Audit Services (CHIAS) and the internal audit units in the county government
entities to gather and document information on the audit client’s IT (Information Technology) systems. This information will enable
the county government internal auditors gain an understanding of your hardware and software, IT personnel and the nature and
extent of any known problem areas and review the controls specific to the audit client’s IT systems as part of its regular audit process.
Auditors may get in touch with the IT personnel to obtain relevant information. The following standards highlight the importance of
information technology in the audit process.

1210.A3 —Internal auditors must have sufficient knowledge of key information technology risks and controls and available technology-
based audit techniques to perform their assigned work. However, not all internal auditors are expected to have the expertise of an
internal auditor whose primary responsibility is information technology auditing.

2110.A2 - The internal audit activity must assess whether the information technology governance of the organization supports the
organization’s strategies and objectives.

An independent review of the IT systems by IT Auditors will be required where the IT environment is complex to gain increased
assurance regarding their reliability, security and resilience of its IT systems.

Kindly complete the questionnaire carefully in as much detail as possible.

1|Page



PART | : DOCUMENTING THE IT ENVIRONMENT

1.

IT Organization
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Obtain details of the IT Organization, include an IT Organization chart if possible.

2. Main characteristics of systems and environments

For each business process, state the IT systems that support the initiation, processing, recording and reporting of transactions.

Business
process/sub-
process
transaction

Application
system

Transactions

Database

Operating system

Location

External links

List each business
process

What is the name
of the application
system(s) used to
process
transactions in

Approximately
how many
transactions are
processed by the
application

Where is data
processed on the
application
systems stored?
What is the name

What operating
system does the
application(s) and
database(s) run
on —and version?

Where is the
hardware and
software
physically
located?

Are there any
external links
accessing data
processed in this
business process?
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the business
process?

system during a
given period?

and version of the
database?

For each of the application systems, provide details about the type of application system, number and location of users and whether
changes have been made during the period under review.

Application Category of Purpose Modules within Implementation Number and Changes during
system name application the application date location of users | the period
system

Is the application | What is the What modules When was the How many users Have there been

system*: primary purpose does the application are there and any changes to

of the application | application have | system where are the the

_ offthe shelf | & the app PP > ey

implemented? located i.e. Multi-

- packaged ) .| system (or reports
. location or multi-

- in-house national? generated from
developed / ' the system)
bespoke

- ERP
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during the
period?

* Definitions:

- off the shelf - purchased from a vendor, implemented with minimal IT support and restricted from any changes being
made

- packaged - bought from vendor, requiring IT support for implementation with customisation /modification permitted

- in-house developed/bespoke — developed specifically for the organisation internally or by a software developer, changes
and developments can be made

- ERP - Enterprise Resource Planning systems consist of a number of integrated modules for multiple business
processes/activities

- Multi-location or multi-national — are there multiple instances of the application in different locations, are there users in
multiple locations
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Security Software

Does the organization use security software other than that which is built into the application and operating systems?

Comments

Internal network

How are systems networked internally within the organization?

Comments

Perimeter network

What is the nature of any perimeter network, to allow authorized access and restrict unauthorized access from external parties?

Comments

5|Page



Interfaces

Describe how data is passed from one system to another (if applicable)
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Interface/journal name
/description

Nature

Frequency

Manual/ Automated

Responsibility

What data is contained in
the interface?

How often does the
interface occur?

Is the interface manual
(eg a manual posting) or
automated?

Who is responsible for
running the interface?
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Reliance on spreadsheets and reports
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Spreadsheets and reports | Nature and purpose Frequency Nature Responsibility
description
What data is contained in | How is the What is the Who is responsible for
the spreadsheet/report? spreadsheet/report report/spreadsheet used | producing the report /
produced? for? spreadsheet and who

receives/uses it?

3. IT Activities during the period under review

Developments

under review?

Have there been any new systems implemented or developments/upgrades to existing systems during the period

YES /NO

Comments
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Where new systems/upgrades or changes to systems have been implemented, are these tested prior to running YES / NO
them?

Comments

Hardware and software changes

Has any new hardware or software been implemented or have there been any significant software enhancements YES /NO
during the period under review?

Comments

Security changes

Have there been any significant changes in the IT security architecture or the administration of security? YES / NO

Comments
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Problems

Are there any known or developing problems with systems (e.g., frequent occurrences of financial system and data YES / NO
recoveries or other signs of instability)

Comments

Data corruption

Is there any known data corruption, security breaches or other incidents that could have an impact on the financial YES / NO
statements

Comments

Management’s responses to risks arising from information systems and technology
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How has the management responded to risks arising from information systems and technology?

Comments

4, Other changes during the period under review

Changes in business activities and/or risks

Have there been any significant changes in the entity's business activities or risks that could impact the ability of

systems to reliably process and maintain transactions and balances, for example because of a change in the nature or YES / NO

volume of transactions?

Comments

Changes in accounting or regulatory requirements

Significant changes in accounting or regulatory requirements that have system or business process implications YES /NO

Comments
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Changes in personnel

Significant changes in operations or significant personnel turnover YES / NO

Comments

Structure, policy and processes

Have there been any significant changes in the organizational structure or policies and procedures (including manual

controls) within key business processes or within the IT function
YES / NO

Comments
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PART II: ASSESSING THE COMPLEXITY OF THE IT ENVIRONMENT

The purpose of this form is to enable the auditor to assess the general complexity of the entity’s computer information system (CIS)
environment with a view to deciding whether or not to seek the assistance of the specialist IT auditor in evaluating entity’s
information systems controls and also to enable the auditors to assess the inherent risk relating to use of information technology by

the entity.
For completing this form the auditor should
e review the understanding the IT environment questionnaire
e review last year’s working papers : the auditor should confirm that the information remains up to date and accurate;
e tour the entity’s computer facilities and observe its IT operations
e interview IT personnel and IT manager and the management responsible for financial operations
e review internal audit reports on IT controls

e Review key entity documents (the IT strategy, the business plan, expenditure profiles).
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Key questions Yes/No | WP ref | Remarks

A. Significant use of IT

If the answer to the following question is negative, there is no need to evaluate entity’s IT controls.

Does the entity use a computer of any size and any programme to process
its financial information?

B. Non- complex IT system

If on the basis of the following questions it is determined that the entity is small or possesses a non-complicated CIS environment , auditors
may attempt review the general and application controls without seeking the assistance of specialist IT auditor

Does the entity use a spreadsheet package or a standard, non-modified,
off the shelf accounting package like QuickBooks, Ledger Works, and
Quicken to process its financial information?

Does the entity use mid- range accounting packages such as Navision,
Great Plains, AccPac etc to process its financial information?

If the entity uses either be-spoke (custom developed) or COTS
(commercial off the shelf) systems to process its financial information
which of the following modules have been computerized?

° GL
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Key questions Yes/No | WP ref | Remarks
° Cash
° Payables
° Receivables

Is it true that there have been minimal or no changes made to the
financial systems since the last audit?

C. Complex CIS environment

If the answer to the following questions are in the affirmative , the auditor will seek the assistance of the Specialist IT auditors

Does the entity use mainframe or midrange computers ( e.g. IBM, VAX, )

Does the entity’s CIS systems use local or wide area networks (LAN or
WAN) or both?

Does the entity use financial systems which may be characterized as
online transaction processing systems?

Are the financial applications supported by complex RDBMS ( relational
Database Management Systems) systems
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Key questions Yes/No | WP ref | Remarks

D. High risk CIS environment

If the answers to the following questions are in the affirmative , the inherent risk relating to entity’s usage of IT may be assessed as
maximum

Does the entity use or planning to introduce an enterprise resource
planning (ERP) package such as SAP R/3, Oracle, JD Edwards, PeopleSoft or
Baan.

Is the entity’s IT Budget amounts to approx. 5-10% of entire
organizational budget ?

Is there a significant risk from the entity’s use of IT. This can be
determined from reviewing any past history of IT related frauds, system
failures, the entity’s attitude to IT and computer controls

Conclusion:
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Auditor’s assessment of inherent risk from IT

High

Medium

Low

Date

Initials

Prepared by

Reviewed by
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